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Vendor Opportunities - AML / Risk Management
(NOTE: Not a FORVIS endorsement of any product or vendor.)

1

▪ Verafin – FRAMLx = Fraud Detection + AML”  www.verafin.com

▪ “BAM+” - BSA and Anti-Money Laundering System – Abrigo       

www.abrigo.com

▪ “Patriot Officer” - GlobalVision Systems Inc. (Oliver Song)  www.gv-

systems.com 

▪ Fortent “Best Practice AML Solution” (www.fortent.com) – link to IBM.

▪ FiServ – “Financial Crime Risk Management (FCRM)” // www.fiserv.com

▪ FIS (Fidelity Information Systems) – AML Compliance Mgmt.   

www.fisglobal.com

▪ Bridger Insight/Choicepoint – “AML Compliance Software” 

http.secure.bridgerinsight.choicepoint.com

▪ Mantas – “Anti-Money Laundering” – www.mantas.com

▪ SAS – “Anti-Money Laundering”, “Money Laundering Detection”, 

www.SAS.com

▪ COCC – Sentry Services AML Solution – www.cocc.com

▪ Rdc Inc. -- AML Edge & AML XP - www.rdc.com

▪ Optima Compass Global Compliance – “AML Compass” –

https://optimacompass.com/aml-technology/

▪ ‘Suspicious Activity Monitor” - Wayne Barnett Software,      

www.barnettsoftware.com

▪ “Yellow Hammer BSA” - Jack Henry // www.jackhenrybanking.com

▪ Accuity (formally Thompson TFP) -Solutions for AML et al.  

www.AccuitySolutions.com.

▪ GIFTS Software – “GIFTSWEB EDD” www.giftssoft.com

▪ Wolters Kluwer/PCi -- “Wiz Sentri BSA/AML”,  www.wolterskluwerfs.com

▪ CSI – “BSA/AML/Fraud Solutions” – www.csiweb.com/Solutions

▪ BankDetect – RiskTracker – AML www.bankdetect.com

▪ Actimize – “CDD Solution” – with LexisNexis – www.actimize.com

▪ Focus Technology- “ML Shield” – www.FocusTechnologyGroup.com

▪ Accurint – “Locate and Research Tool” – part of LexisNexis // 

www.accurint.com

▪ Bouton and Associates – “BSA Tracker”, www.gisbanker.com

▪ DCI Inc. – BSA Navigator - www.datacenterinc.com/bsa_navigator.aspx
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FDIC FIL 40-2022 – Supervisory Guidance
Re-Presentment NSF Fees
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87 FR 66935 –

66942

11/07/22
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Modifications to PSR –
87 FR 75254 – 75267 – 12/08/22
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https://fedpaymentsimprovement.org/synthetic-identity-fraud-
mitigation-toolkit/
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NATIONAL DEFENSE AUTHORIZATION ACT 
for FY 2021 // P.L. 116-283

▪ An Act to authorize appropriations 

for fiscal year 2021 for military 

activities of the Department of 

Defense, and for other purposes.

▪Division F – Anti-Money 

Laundering Act (AMLA) 2020 

▪ Titles LXI through LXV, including 

the Corporate Transparency Act.

51
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Anti-Money Laundering Act (AMLA)

52

▪ Enacted as part of the National Defense Authorization Act for FY 2021, AMLA 

2020 includes substantial reforms and changes to modernize BSA, including:

- Beneficial Ownership “changes” – through the Corporate Transparency Act –

“covered” entities (small - < 20 Full-time employees, < $ 5 Million in Gross 

Revenue, & operating at a physical office in the USA) will provide Beneficial 

Ownership information to FinCEN during the process of formation or 

registration of the company – how this impacts DFIs is unclear until 

“modification” regulations to Beneficial Ownership requirements are 

promulgated by Treasury – Final BOIR Rule Issued 09/30/22

- Address inefficiencies in SAR and CTR filing – process, forms and dollar 

reporting limits;
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Anti-Money Laundering Act (AMLA) (cont.)

53

▪ Increasing penalties for BSA and AML violations – including 

additional “damages” for repeat offenders, increased monetary 

amounts, and new prohibitions imposed on those who commit 

“egregious” violations of BSA;

▪ Expand definition of “financial institution” within BSA to include a 

“person engaged in the trade of antiquities”. AMLA also expands the 

definition of “monetary instrument” to include “values that substitute 

for currency” (virtual currencies); and

▪ Multiple GAO and Treasury studies (7) – including CTRs, beneficial 

ownership, TBML, money laundering by China, et al.
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Anti-Money Laundering Act (AMLA)(cont.)

54

▪ Greater government resources to address money laundering – FinCEN to establish 

domestic liaisons as well as foreign intelligence units stationed in U.S. Embassies; 

▪ Treasury to publish public priorities for anti-money laundering and the countering the 

financing of terrorism policy. These priorities must be consistent with the national 

strategy for countering the financing of terrorism and related forms of illicit finance –

priorities were published on June 30th – DFIs will have to incorporate them into their 

programs, once regulation is promulgated ;

▪ “BSA-specific” whistleblower incentives and protections; and

▪ “Legally-Formalize” The FinCEN Exchange process to facilitate a voluntary public-

private information sharing partnership among law enforcement agencies, national 

security agencies, financial institutions, and FinCEN
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Beneficial Ownership Information Reporting - Requirements – Final Rule 
09/30/22 – 87 FR 59498-59596

59

▪ FinCEN has issued the Final Rule requiring certain entities to file with 
FinCEN, reports that identify two categories (not ingredients within, but 
categories) of individuals: the beneficial owners of the entity, and 
individuals who have filed an application with specified governmental 
authorities to create the entity or register the entity to do business. 

▪ These regulations implement Section 6403 of the Corporate Transparency 
Act and describe who must file a report, what information must be 
provided, and when a report is due.

▪ These Rules are effective: January 01, 2024

FORVIS is a trademark of FORVIS, LLP, registration of which is pending with the U.S. Patent and Trademark Office.

60

59

60



2023 BSA School Handout

© Copyrighted. FORVIS, LLP. All Rights Reserved
31

FORVIS is a trademark of FORVIS, LLP, registration of which is pending with the U.S. Patent and Trademark Office.

Notable “Differences” in Exemptions

61

▪ Large Operating Companies – defined as any entity that:

- Employees more than 20 full-time employees in the United States;

- Has an operating presence at a physical office in the United 

States; and

- Filed an income tax or information return for the previous year 

demonstrating > $5,000,000 in gross receipts or sales as reported 

on IRS Form 1120, excluding gross receipts or sales from sources 

outside the United States as determined under federal income tax 

principles.
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Notable “Differences” in Exemptions (cont.)

62

▪ Subsidiaries of certain exempt entities – any entity whose ownership interests 

are controlled or wholly owned directly or indirectly by a large operating 

company, and other entities described in the Final Rule;

▪ Inactive Entity – Any entity that was in existence on or before 01/01/20; is not 

engaged in active business; is not owned by a foreign person, whether directly 

or indirectly, wholly or partially; has not experienced any change in ownership in 

the preceding twelve month period; has not sent or received any funds in an 

amount greater than $1,000, either directly or through and financial account in 

which the entity or any affiliate of the entity had an interest, in the preceding 

twelve month period; and does not otherwise hold any kind or type of assets, 

whether in the United States or abroad, including any ownership interests in 

any corporation, LLC, or other similar entity.
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Notable “Differences” in Exemptions (cont.)

63

▪ Tax-Exempt Entities (e.g., 501(c), and 527(e)(1)) – political 

organizations organized and operated primarily for the purpose of 

accepting contributions or making expenditures to influence 

elections at federal, state, and/or local level, and 4947(a) – a trust 

described in paragraph one or two of this section);

▪ Entity assisting a tax-exempt entity – any entity that operates 

exclusively to provide financial assistance to, or hold governance 

rights over a tax-exempt entity;

▪ Money Services Businesses who ARE registered with FinCEN;

▪ Public Utility.
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“Similarities” in Exemptions

64

▪ An issuer of securities registered under Section 12 of the SEC Act of 
1934;

▪ Governmental Authority;

▪ Bank;

▪ Credit Union;

▪ Depository Institution holding company;

▪ Securities exchange or clearing agency;

▪ Investment Company or investment advisor;

▪ Venture capital fund advisor;
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“Similarities” in Exemptions (cont.)

65

▪ Insurance Company;

▪ Commodity Exchange Act registered entity;

▪ Public accounting firm registered in accordance with Section 102 of 

Sarbanes-Oxley Act of 2002;

▪ Financial Market Utility designated by the Financial Stability 

Oversight Council; and

▪ Pooled investment vehicle operated or advised by a financial 

institution regulated by a federal functional regulator
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Sole Proprietor “Exemption” ?? – 87 FR 59537
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87 FR 59533
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“Substantial” Control vs “Control Prong” –
“Any” vs “One-Person”

71

87FR59525

FORVIS is a trademark of FORVIS, LLP, registration of which is pending with the U.S. Patent and Trademark Office.

“Substantial Control”

72

87FR59594
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Substantial Control (cont.)

73

87FR59595
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Substantial Control (cont.) 
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Next Steps (cont.)
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87 FR 77404-77456 (12/16/22) – Comments closed 02/14/23
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NPRM Areas for Review

81

▪ Disclosures to FIs and Regulatory Agencies for CDD Compliance –

77410;

▪ BOI Retention and Disclosure Requirements – 77415

▪ Use of Information – 77417 – 77418

▪ Security and Confidentiality Requirements – 77421 – 77422

▪ 30 Specific Questions – 77425 – 77426

▪ Actual Proposed Regulation – 77453 -- 77457
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Request for 
Comment
(77425)
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Request for 
Comment
(77425) (cont.)
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Comment
(77426) (cont.)
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BOIR / CTA Issues for DFIs

88

▪ The modification to the current CDD Rule is required to be published by 01/01/25.

▪ Until the NPRM / Final Rule is published, unknowns include:

- How will current CDD Rule be “reconciled” to the BOIR Rule;

- Will DFIs be required to continue to collect and utilize current beneficial ownership information 

even though covered legal entities will be submitting similar data directly to Treasury; 

- How much, if any, verification will DFIs be expected to perform on the covered legal entity’s 

compliance with BOIR;

- Will DFIs be allowed to use the “FinCEN Identifier” in lieu of collecting Beneficial Ownership info;

- What expectations, if any, will be imposed on DFIs to report discrepancies in the data via SARs;

- Although FinCEN has promised industry outreach, how much guidance will DFIs be expected to 

provide to their clients who are covered legal entities.
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88FR 2760 – 2764 01/17/23 –
Comments Due 03/20/23
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88 FR 2764 – 2766 02/17/23
Comments Due 03/20/23
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140 

Comments
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Modernization of AML/CFT Regulatory Regime

92

▪ 86 FR 71201 – 71207

▪ 26 Questions to “stimulate” thought

▪ 12/15/21
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AMLA 2020 – New Penalties
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88 FR 3312   01/19/2023
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▪ Awaiting Regulations / Changes covering:

- AML/CFT Priorities;

• Modifications to BSA FBA Agency Regulations and Exam Procedures.

- CTA – Beneficial Ownership Information Reporting (BOIR) Rules for Small Businesses;

• BOIR Final Rule published 09/30/22 – Effective 01/01/2024

• CTA – Who/How can use the BOIR data Rules;

• Bene Owner – Modifications to DFI Beneficial Ownership Rules.

- Modernize, Streamline, and Update the AML/CFT Regime of the United States;

- Arts and Antiquities inclusions into the BSA “fold”.

▪ Convertible Virtual Currency “treatment”;

▪ Results of efficiency studies and “action” items;

▪ Whistleblower “incentives”

AMLA “Remaining” Deliverables
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Part 1 – Line 2

111

▪ On each Part 1 Page completed, only one block in Line 2 can be 

checked – What if more than one could apply to the reportable 

situation:

- If 2d applies, even with multiple options – select 2d;

- If 2a, 2b, and 2c apply – select 2a;

- If 2a and 2b apply – select 2a;

- If 2a and 2c apply – select 2a;

- If 2b and 2c apply – select 2b.

FORVIS is a trademark of FORVIS, LLP, registration of which is pending with the U.S. Patent and Trademark Office.

01/17/2020
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Do we have a 
Certification of 

Beneficial 
Ownership on the 

Company ?

If, yes – simply 
obtain attestation 
that nothing has 

changed 

If No – Beneficial 
Ownership Identification 
and Verification process 
must be obtained and 

performed before 
Origination can start. 
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FDIC 2021 National Survey of Unbanked and Underbanked 
Households – Data collected during June 2021 

▪ Released on 10/25/2022, the survey found:
- 4.5 % of U.S. households are unbanked ( 5.9 Million households, down from 7.1 million in 

2021,);

- 14.1% of U.S. households were underbanked, meaning that at least one member of the 
household had a checking or savings account at a bank or Credit Union, and used at 
least one money order, check cashing service, international remittance, payday loan, tax 
refund anticipation loan, or auto-title loan from a non-bank provider.

- 81.5% of U.S. households were “fully” banked, meaning that at least one member of the 
household had a checking or savings account at a bank or Credit Union.

- 95.5% of U.S. households were banked or underbanked.

- 48.9% of the unbanked households’ # 1 reason for not having a bank account – not 
enough $ to meet minimum balance requirements - # 2 – they didn’t trust banks.

- 33% of the recently banked households reported that ease of receiving government 
payment contributed to opening the account.
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FDIC 2021 National Survey of Unbanked and Underbanked 
Households – Data collected during June 2021 (cont.)

130

129

130



2023 BSA School Handout

© Copyrighted. FORVIS, LLP. All Rights Reserved
66

FORVIS is a trademark of FORVIS, LLP, registration of which is pending with the U.S. Patent and Trademark Office.

2022 SAR Activity Distribution (a/o 02/28/23)

1,827,917 // 3,616,450  (+ 28.12 % // + 17.82%) 

1 Check 501,477 9.75%

2 Transaction(s) Below CTR Threshold 439,013 8.54%

3 Suspicion Concerning the Source of Funds 385,111 7.49%

4 Transaction with No Apparent Economic, Business, or Lawful Purpose 365,743 7.11%

5 Transaction Out of Pattern for Customer(s) 310,484 6.04%

6 Suspicious EFT/Wire Transfers 296,804 5.77%

7 Identity Theft 278,121 5.41%

8 Credit/Debit Card 269,694 5.25%

9 Suspicious use of multiple transaction locations 249,482 4.85%

10 Other Fraud (Type) 219,549 4.27%

11 Counterfeit Instrument 213,701 4.16%

12 ACH 183,732 3.57%
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2022 SAR Activity Distribution (a/o 02/28/23)

1,827,917 // 3,616,450  (+ 28.12%  // + 17.82%) 

13 Other Other Suspicious Activities 157,851 3.07%

14 Two or More Individuals Working Together 141,788 2.76%

15 Suspicious Use of Multiple Accounts 114,064 2.22%

16 Provided Questionable or False Documentation 97,630 1.90%

17 Forgeries 89,735 1.75%

18 Consumer Loan (see instructions) 81,777 1.59%

19 Wire 77,761 1.51%

20 Suspicious Use of Noncash Monetary Instruments 76,181 1.48%

21 Other Money Laundering 73,795 1.44%

22 Account Takeover 61,105 1.19%

23 Elder Financial Exploitation 60,170 1.17%

24 Transaction(s) Involving Foreign High Risk Jurisdiction 50,734 0.99%
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2022 SAR Activity Distribution (a/o 02/28/23)

1,827,917 // 3,616,450  (+ 28.12%  // + 17.82%) 

25 Suspicious Receipt of Government Payments/Benefits 34,601 0.67%

26 Alters or Cancels Transaction to Avoid CTR Requirement 30,698 0.60%

27 Mass-Marketing 30,629 0.60%

28 Transaction(s) Below BSA Recordkeeping Threshold 26,150 0.51%

29 Against Financial Institution Customer(s) 18,735 0.36%

30 Funnel Account 18,433 0.36%

31 Provided Questionable or False Identification 17,699 0.34%

32 Business Loan 17,603 0.34%

33 Refused or Avoided Request for Documentation 12,889 0.25%

34 Mail 11,830 0.23%

35

Little or No Concern for Product Performance Penalites, Fees, or Tax 

Consequences 11,814 0.23%

36

Suspicious Inquiry by Customer Regarding Bsa Reporting or 

Recordkeeping Requirements 11,062 0.22%
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2022 SAR Activity Distribution (a/o 02/28/23)

1,827,917 // 3,616,450  (+ 28.12%  // + 17.82%) 

39 Against Financial Institution(s) 7,188 0.14%

47 Other Cyber Event 4,341 0.08%

48 Unlicensed or Unregistered MSB 3,576 0.07%

54 Human Trafficking 2,069 0.04%

60 Healthcare/Public or Private Health Insurance 977 0.02%

62 Suspected Public/Private Corruption (Foreign) 495 0.01%

66 Ponzi Scheme 390 0.01%

69 Suspected Public/Private Corruption (Domestic) 263 0.01%

70 Human Smuggling 246 0.00%

72 Known or Suspected Terrorist/Terrorist Organization 188 0.00%

73 Other Terrorist 132 0.00%

74 Pyramid Scheme 123 0.00%
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2022 SAR 
Distribution 

1 California 275,518

2 North Carolina 221,382

3 Ohio 189,138

4 New York 166,828

5 Virginia 163,488

6 Texas 143,647

7 Florida 130,804

8 Delaware 112,988

9 Pennsylvania 72,719

10 Illinois 62,409

11 Georgia 59,675

12 New Jersey 57,583

13 Utah 52,426

14 South Dakota 44,829

15 Michigan 33,114

16 Alabama 31,073

17 Massachusetts 28,817

18 Washington 28,609

19 Tennessee 27,403

20 Maryland 27,232

By State
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2022 SAR 
Distribution 

21 Arizona 26,196

22 Indiana 23,748

23 Nevada 20,254

24 Louisiana 19,849

25 Wisconsin 18,659

26 Colorado 17,985

27 Minnesota 17,594

28 Oklahoma 15,991

29 South Carolina 15,931

30 Puerto Rico 15,889

31 Mississippi 14,864

32 Connecticut 14,758

33 Missouri 14,512

34 West Virginia 13,314

35 Oregon 12,737

36 Kentucky 12,057

37 Arkansas 9,792

38 Hawaii 8,282

39 Rhode Island 8,145

40 Iowa 7,796

By State
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2022 SAR 
Distribution 

41 Kansas 7,686

42 New Mexico 6,351

43 Nebraska 6,137

44 Maine 4,874

45 District of Columbia 4,855

46 New Hampshire 4,019

47 North Dakota 3,832

48 Idaho 3,801

49 Montana 3,245

50 Unknown 3,127

51 Alaska 2,978

52 Vermont 1,822

53 Wyoming 1,108

54 Guam 910

55 Virgin Islands 728

56 APO / DPO / FPO 496

57 Northern Mariana Islands 98

58 Palau 50

59

Micronesia, Federated 

States 10

60 American Samoa 4

61 Marshall Islands 2

By State
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2022 SAR Activity Distribution 
“Top 48” Metropolitan Filing Areas (out of 1,000+)

138

1 Charlotte-Gastonia-Rock Hill, NC-SC Metro Area 197,597

2 New York-Northern New Jersey-Long Island, NY-NJ-PA Metro Area 182,188

3 Columbus, OH Metro Area 124,042

4 Washington-Arlington-Alexandria, DC-VA-MD-WV Metro Area 112,437

5 Los Angeles-Long Beach-Santa Ana, CA Metro Area 100,372

6 San Francisco-Oakland-Fremont, CA Metro Area 97,118

7 Philadelphia-Camden-Wilmington, PA-NJ-DE-MD Metro Area 83,592

8 Miami-Fort Lauderdale-Pompano Beach, FL Metro Area 69,907

9 Richmond, VA Metro Area 58,184

10 Chicago-Joliet-Naperville, IL-IN-WI Metro Area 52,558

11 Atlanta-Sandy Springs-Marietta, GA Metro Area 46,332

12 Houston-Sugar Land-Baytown, TX Metro Area 45,539

13 Sioux Falls, SD Metro Area 43,184

14 Dallas-Fort Worth-Arlington, TX Metro Area 40,085

15 Salt Lake City, UT Metro Area 39,087

16 Riverside-San Bernardino-Ontario, CA Metro Area 24,671
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2022 SAR Activity Distribution    
“Top 48” Metropolitan Filing Areas (out of 1,000+)

139

17 Cincinnati-Middletown, OH-KY-IN Metro Area 23,809

18 Cleveland-Elyria-Mentor, OH Metro Area 22,462

19 Boston-Cambridge-Quincy, MA-NH Metro Area 21,618

20 Phoenix-Mesa-Glendale, AZ Metro Area 20,193

21 Detroit-Warren-Livonia, MI Metro Area 19,153

22 Las Vegas-Paradise, NV Metro Area 17,579

23 Orlando-Kissimmee-Sanford, FL Metro Area 17,169

24 San Diego-Carlsbad-San Marcos, CA Metro Area 17,089

25 Seattle-Tacoma-Bellevue, WA Metro Area 17,073

26 Birmingham-Hoover, AL Metro Area 16,892

27 Tampa-St. Petersburg-Clearwater, FL Metro Area 15,503

28 Minneapolis-St. Paul-Bloomington, MN-WI Metro Area 13,085

29 San Jose-Sunnyvale-Santa Clara, CA Metro Area 13,027

30 San Juan-Caguas-Guaynabo, PR Metro Area 12,164

31 Baltimore-Towson, MD Metro Area 11,458

32 Denver-Aurora-Broomfield, CO Metro Area 11,010

FORVIS is a trademark of FORVIS, LLP, registration of which is pending with the U.S. Patent and Trademark Office.

2022 SAR Activity Distribution 
“Top 48” Metropolitan Filing Areas (out of 1,000+)
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33 Sacramento--Arden-Arcade--Roseville, CA Metro Area 9,900

34 Seaford, DE Micro Area 9,502

35 Buffalo-Niagara Falls, NY Metro Area 9,144

36 Fairmont, WV Micro Area 8,905

37 San Antonio-New Braunfels, TX Metro Area 8,550

38 Providence-New Bedford-Fall River, RI-MA Metro Area 8,137

39 New Orleans-Metairie-Kenner, LA Metro Area 8,122

40 Austin-Round Rock-San Marcos, TX Metro Area 7,893

41 Provo-Orem, UT Metro Area 7,813

42 Nashville-Davidson--Murfreesboro--Franklin, TN Metro Area 7,594

43 Memphis, TN-MS-AR Metro Area 7,548

44 Indianapolis-Carmel, IN Metro Area 7,545

45 Portland-Vancouver-Hillsboro, OR-WA Metro Area 7,030

46 Pittsburgh, PA Metro Area 6,989

47 Virginia Beach-Norfolk-Newport News, VA-NC Metro Area 6,576

48 Raleigh-Cary, NC Metro Area 6,336
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2022 SAR Activity Distribution – VA 
163,488 (#05) +  56.94% 

1 Credit/Debit Card 76,443 19.59%

2 ACH 43,117 11.05%

3 Identity Theft 40,319 10.33%

4 Provided Questionable or False Documentation 36,685 9.40%

5 Check 29,725 7.62%

6 Suspicion Concerning the Source of Funds 15,926 4.08%

7 Transaction(s) Below CTR Threshold 15,546 3.98%

8 Consumer Loan (see instructions) 14,767 3.78%

9 Transaction with No Apparent Economic, Business, or Lawful Purpose 13,045 3.34%

10 Suspicious EFT/Wire Transfers 10,996 2.82%

11 Transaction Out of Pattern for Customer(s) 10,412 2.67%

12 Other Fraud (Type) 10,219 2.62%
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2022 SAR Activity Distribution – VA 
163,488 (#05) +  56.94% 

13 Counterfeit Instrument 9,758 2.50%

14 Suspicious use of multiple transaction locations 7,442 1.91%

15 Suspicious Receipt of Government Payments/Benefits 6,237 1.60%

16 Two or More Individuals Working Together 6,158 1.58%

17 Account Takeover 5,546 1.42%

18 Business Loan 4,721 1.21%

19 Wire 4,143 1.06%

20 Elder Financial Exploitation 3,888 1.00%

21 Other Other Suspicious Activities 3,482 0.89%

22 Suspicious Use of Multiple Accounts 3,464 0.89%

23 Other Money Laundering 3,126 0.80%

24 Suspicious Use of Noncash Monetary Instruments 2,489 0.64%
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2022 SAR Activity Distribution – VA 
163,488 (#05) +  56.94% 

25 Forgeries 2,153 0.55%

26 Provided Questionable or False Identification 1,361 0.35%

27 Funnel Account 1,171 0.30%

28 Alters or Cancels Transaction to Avoid CTR Requirement 897 0.23%

29 Transaction(s) Involving Foreign High-Risk Jurisdiction 870 0.22%

30 Transaction(s) Below BSA Recordkeeping Threshold 754 0.19%

31 Other Structuring 688 0.18%

32 Against Financial Institution Customer(s) 549 0.14%

33 Refused or Avoided Request for Documentation 345 0.09%

34

Suspicious Inquiry by Customer Regarding Bsa Reporting or Recordkeeping 

Requirements 333 0.09%

35 Mass-Marketing 293 0.08%

36 Mail 275 0.07%
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2022 SAR Activity Distribution – VA 
163,488 (#05) +  56.94% 

43 Unlicensed or Unregistered MSB 145 0.04%

46 Human Smuggling 107 0.03%

47 Human Trafficking 104 0.03%

48 Against Financial Institution(s) 101 0.03%

55 Other Cyber Event 66 0.02%

62 Suspected Public/Private Corruption (Foreign) 18 0.00%

63 Known or Suspected Terrorist/Terrorist Organization 14 0.00%

66 Ponzi Scheme 10 0.00%

67 Suspected Public/Private Corruption (Domestic) 10 0.00%

69 Healthcare/Public or Private Health Insurance 9 0.00%

71 Pyramid Scheme 6 0.00%

73 Other Terrorist 4 0.00%
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2022 SAR Activity Distribution – VA
“Top 15” Metropolitan Filing Areas

1 Washington-Arlington-Alexandria, DC-VA-MD-WV Metro Area 92,386

2 Richmond, VA Metro Area 58,184

3 Virginia Beach-Norfolk-Newport News, VA-NC Metro Area 6,576

4 Roanoke, VA Metro Area 1,117

5 Lynchburg, VA Metro Area 718

6 Charlottesville, VA Metro Area 486

7 Staunton-Waynesboro, VA Micro Area 458

8 Harrisonburg, VA Metro Area 394

9 Danville, VA Metro Area 350

10 Kingsport-Bristol-Bristol, TN-VA Metro Area 329

11 Martinsville, VA Micro Area 300

12 Blacksburg-Christiansburg-Radford, VA Metro Area 296

13 Winchester, VA-WV Metro Area 285

14 Bluefield, WV-VA Micro Area 202

15 Culpeper, VA Micro Area 123
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Current FinCEN SAR Focus Areas - School

▪ CRE Investments by Sanctioned Russians – 336 / 3-162

▪ Elder Financial Exploitation – 259 / 3-85

▪ Environmental Crimes – 309 / 3-135

▪ Hemp-Related Businesses – 232 / 3-58

▪ Human Smuggling along the S/W Border – 284 / 3-110

▪ Human Trafficking – 294 / 3-120

▪ Kleptocracy – 317 / 3-143

▪ Mail Theft-Related Check Fraud Schemes – 347 / 3-173

▪ Marijuana-Related Businesses – 225 / 3-51

▪ Online Child Sexual Exploitation – 305 / 3-131

▪ Ransomware – 239 / 3-65
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BSA Expectations Regarding Marijuana-Related Businesses
FinCEN Guidance 2014-G001 (02/14/14)

▪ Guidance issued to clarify BSA expectations for DFIs seeking to provide services to 

marijuana-related businesses. This guidance clarifies “how” (in FinCEN’s mind) DFIs can 

provide services to marijuana-related businesses consistent with their BSA obligations, and 

aligns the information provided by DFIs in BSA reports with federal and state law enforcement 

priorities.

▪ “The Decision to open, close, or refuse any particular account or relationship should be made 

by each DFI based on a number of factors specific to that DFI”.

▪ 3 SAR Filings required under this Guidance:

- “Marijuana-Limited” – identifies the dealer;

- “Marijuana-Priority” – dealer violates one of the “Cole memo” priorities;

- “Marijuana-Termination” – when DFI terminates the account relationship with the marijuana dealer.

(It should be noted that both the ABA and ICBA have come out with statements indicating that the FinCEN guidance is not 

definitive guidance nor indemnification should a DFI opt to service one of these businesses involved in an activity that is still a 

violation of Federal law).
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Pacific National Bank, Miami FL
FinCEN Enforcement Action 2011- 5 
OCC Consent Order 2011- 021 (3/24/11)

▪ FinCEN and the OCC have assessed a $7 Million CMP against this $355 Million 
Asset DFI, a subsidiary of the Central Bank of Ecuador.

▪ OCC issued Consent Order in 12/2005 for multiple BSA “failures”, and despite 
FinCEN notifications, the bank failed to make the necessary corrections.

▪ The former President & CEO, as well as the Chairman of the Board were 
personally fined @ $12,500, and three outside directors were personally fined 
@ $ 8,500 for failing to ensure that the bank complied with the 2005 consent 
order.
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ACH - SAR “Opportunities”

RDFI – Examples

▪ Transaction Volume “Swings” – perhaps isolate to a single client;

▪ “Unexpected” IAT entry – 9/18/2009;

▪ Possible tax refund fraud – multiple tax refund credits for different individuals in one 
account;

▪ Possible Healthcare Fraud (HCCLAIMPMT);

▪ Inbound (“Known”) illegal Internet gambling credit(s) for commercial client(s);

▪ R10 – Consumer advises debit was not authorized – above SAR limits;

▪ R29 – Corporate client advises debit was not authorized – above SAR limits;

▪ Federal Reclamation > $ 5,000 – Suspect is known;

▪ Garnishment or claims of judgment creditors could launch transactional review.
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ACH - SAR “Opportunities”

ODFI

▪ Transaction Volume “Swings” – Explanations / Clients 

▪ Originators whose business or occupation does not warrant the volume or nature of ACH activity – E.g., 

IAT originations that are “inconsistent” – 9/18/2009;

▪ Large-value ACH transactions frequently initiated through TPSPs/TPSs by Originators that are not clients 

of the DFI and for which the DFI has no or insufficient CDD information thereon;

▪ Originators whose origination activity suddenly exceeds projections/credit limits with no reasonable 

explanation for such;

▪ Originators (especially TPPPs) generating a high rate or high volume of invalid account returns, 

unauthorized returns, or other unauthorized transactions;

- R02 (Acct. Closed) / R03 (No Acct.) / R04 (Invalid Acct.) if volumes exceed “normal”

- R05 (Corp. Debit posted to consumer acct) / R07 (Authorization Revoked ) / R37 (“Double Dip”)

- R05, R07, R10 (Consumer advises not authorized), R 11 (Consumer advises authorized but not correct), R29 

(Corporate Client advises not authorized), & R51 (Ineligible RCK item), where return rate exceeds 0.5%. 
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Staff (All) SAR “Responsibilities”

From an operations standpoint, the key is that the team knows:

▪ What is SAR;

▪ Who does SAR within;

▪ How are suspicious transactions to be referred to the SAR coordinator;

▪ Understand specific Staff – SAR opportunities.
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“Tidbits” from Lexington ‘22

▪ Regulatory Panel consisting of three federal examiners and one State of KY 

bank examiner shared their thoughts with attendees in June 2022:

- 314a – with vacation “season” upon us, make sure staff is covering 314as, not just regular, 

but any specials that may be released – important to document the scrub “event” and have 

the BSA Officer sample test just to be sure software is reliable – remember, banks and 

savings and loans can have up to four points of contact for 314a – both FDIC and FRB;

- Staffing levels, and levels of expertise – backup and succession planning lacking or non-

existent – biggest weakness identified by the OCC, also mentioned by State – State examiner 

made the point that implementing AML/Risk Management software will NOT reduce staff –

what may have been an adequate level of staff in the past may not hold true today;

- Lack of Independence of the BSA Officer, especially in the smaller community banks – BSA 

Officer not “doing” the Board reporting (OCC comment) – Board must be “in the loop” as they 

are ultimately responsible, and personally liable;
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“Tidbits” from Lexington ’22 (cont.)

▪ CDD – in some cases, documentation lacking supporting assigned risk ratings – not 
mapping actual vs expected and explaining the differences – OCC called it “elevator 
analysis” (data without explanation as to why up or down changes occurred) – FRB 
mentioned that in some cases, the BOIR data was not being entered into the core 
system and also need to be sure that all activity is being aggregated and monitored –
need detailed procedures and adequately trained staff – FDIC noted that it is important 
to compare like businesses with each other as well;

▪ Teller systems – FRB finding some teller system controls were “weak” in that they 
allowed the teller to by-pass CTRs and monetary instrument sales records – ideally the 
teller system should be able to aggregate appropriate transactions;

▪ CTRs – State reported some DFIs still filing CTRs late – some CTRs were showing 
“fake” occupations – retired is not an occupation – retired “what”, or unemployed “what” 
is the information they are looking for;

▪ Cyber Event reporting – FDIC wants IP addresses in the narrative, and in 44h –
redundancy for some reason;
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“Tidbits” from Lexington ’22 (cont.)

▪ M & A – they all talked about mergers and acquisitions – critically 

important that you have a strong project plan with clear roles and 

responsibilities clearly articulated both during and after – very important 

to identify and resolve issues and track the issues through remediation, 

and after merger, do a “lessons learned” session to prepare for the next 

one – post merger, so important to validate the surviving core system is 

properly feeding AML software - @ acquisition, data mapping missing 

things or model validation not all encompassing;

▪ SARs – all mentioned – quality of narratives very important – timing of the 

filings also very important – OCC really focused on insider SARs –

careful that you don’t outgrow your monitoring system as well (OCC);
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“Tidbits” from Lexington ’22 (cont.)

▪ Risk Assessments (All) – at times too focused and stale – OCC would like it 
more data driven and including trend-line analysis (Quantity, Quality, and 
aggregate level of direction) – “make sure risk assessment assesses risk” 
(FRB), and that policies and procedures are updated when risk assessment is 
updated – new products, services, categories of clients need to be factored into 
the risk assessments – definite “red-flag” for examiners;

▪ OFAC – with all the economic sanctions resulting from the war in Ukraine, so 
important to keep OFAC materials up-to-date – make sure parameters are not 
too tight, being able to catch different variations of spellings of names;

▪ AML/Risk Management Software - very important to keep all software updated 
and patches applied (OCC).
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07/27/22 – HIDTA Update
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Mark W. Dever, AAP, CAMS

director and ProBank Advisor

ProBank Education Services powered by

FORVIS, LLP

502-479-5246

mark.dever@forvis.com
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Thank you for joining us for today’s 

program. 

Please visit our website at 

www.vabankers.com for upcoming Live-

Streaming Events & Webinars.
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