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Re: “A Detailed Guide to How Cryptocurrencies Work”

Bitcoin, Dogecoin and Ethereum are among thousands that are confusing many Americans,
but it doesn’t have to be that way.

The Washington Post, July 6, 2021

by Dalvin Brown
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We all know what a dollar bill
looks like. We know what a penny
looks like. But what about a bit-
coin?

Cryptocurrencies such as bit-
coin, dogecoin and ethereum
have risen in popularity in recent
years, introducing a host of new
terminology and concepts to the
public that can be tough to visual-
ize and troubling to understand.
A 2017 CNBC poll found that 33
percent of Americans hadn’t seen,
read or heard anything about bit-
coin. And 44 percent had said
they had seen, read or heard “just
some” about it.

Yet conversations about eryp-
tocurrencies are becoming in-
creasingly common, especially as
ransomware attacks, whose per-
petrators demand payments in
cryptocurrency, heighten aware-
ness among victimized people,

companies and municipalities.

Last month, El Salvador be-
came the first country to formally
adoptbitcoin as alegal tenderina
move that would allow citizens to
pay taxes via cryptocurrency. In
the United States, the NBA’s Dal-
las Mavericks and Tesla made an-
nouncements this year to accept
cryptocurrency for merchandise,
although Tesla chief executive
Elon Musk later rescinded his
comments.

So, what’s actually going on?
We’ll answer some basic ques-
tions to help increase your famil-
iarity.

Whatis cryptocurrency?

In its simplest form, a erypto-
currency is a computer code gen-
erated by publicly available soft-
ware that allows people to store
and send value online.

The open-source code originat-
ed with bitcoin over a decade ago
and runs on an extensive network
of private computers around the
globe.

The code verifies and groups
transactions onto a public record
known as a blockchain. This is a,
large file containing every trans-
action ever made and can take
days to download the first time.

The value of a cryptocurrency
isusually expressedin dollars and
is set by public trading conducted
by exchange houses. That value
canvarywildly; the cost of asingle
bitcoin equates to roughly
$34,000 today, down from nearly
$60,000 in May.

How is cryptocurrency made?

Think of cryptocurrencies as
digital gold. “We believe gold has
value because others agree that it
has value, and there’s only so
much of it available?” said David
Sacco, a practitioner in residence
at the University of New Haven in
the finance and economics de-
partments. The same idea gov-
erns the value of cryptocurrency.
If more people are investing in
crypto because they believe oth-
ers see its value, the price for the
crypto will rise and vice versa. But
that also means the amount of
cryptocurrency available must be

closely controlled to preserve its
value.

The algorithm that generates a.
cryptocurrency is available for
download on developer websites
like GitHub and, in theory, is
available for anyone to use to
create new cryptocurrency. But
the process is highly competitive
because the actual amount of
cryptoeurrency to be put in circu-
lation is limited. These limits vary
depending on the eryptocurrency
and are set by whoever created
the code. For instance, the bitcoin
algorithm limits the number of
bitcoin thatcan be generated to 21
million. At that point, no more
will'be made.

Creating new currency re-
quires enormous computing pow-

er to solve the complex mathe-

matical equations that generate a

unit of eryptocurrency. Globally,
the process devours more elec-
tricity than the Netherlands in a
given year, according to an analy-

sis by the University of Cami~. -

bridge.

There may be roughly 70,000
computers running bitcoin block-
chain software today, according
to an online mine counter created
by Luke Dashjr, a prominent bit-
coin developer. Still, the exact
number is hard to know because
the software allows computers to
operate privately, without an-
nouncing their presence to the
broader network.

At the bare minimum, running
a bitcoin mine, also known as a
full node, requires a strong Inter-
net connection with generous

download capacities and 350
gigabytes of usable storage space,
which can be found in most new
laptops. Nodes also require at
least 512 megabytes of random
access memory, far less than the
average laptop. The developers
behind Bitcoin.org recommend
having much more.

The software distributes new
bitcoin based on how fast a min-
er’s computers add transactions
to the blockchain. Sounlessyoure
among the fastest, you probably
won’t create very many. Today, the
system allows the creation of 6.25
bitcoin every 10 minutes, and the
code halves that number every
four years.

Some firms and entrepreneurs
operate massive crypto mines for
a better chance at grabbing a
larger share of new coins entering
circulation. Riot Blockchain, a
public American company, is
thought to run one of the world’s
largest. The firm’s 190,000-
square-foot facility is in Rockdale,
Tex., a town with a population of
about 5,800 and cheap electricity
access that has welcomed crypto-
currency investment.



“p Detailed Guide to How Cryptocurrencies Work”, continued
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Howmany cryptocurrencies
are there?

There are thousands of differ-
ent types of cryptocurrencies to
buy and trade, and more are being
created. But they’renotall created
equal.

Some, like bitcoin, have a stron-
ger history and greater brand rec-
ognition. Others such as dogecoin
are the result of Internet hype.

Typically, they’re controlled by
computers running free, open-
source code.

Bitcoin was the first and is the
most popular cryptocurrency by
far. At its height this year, bitcoin
held 70 percent of the cryptocur-
rency market, but that share has
dropped to about 40 percent amid
renewed regulatory hurdles in
China.

CoinMarketCap.com keeps a
running list of cryptocurrencies
that are added through an au-
thenticity verification process.

‘Who creates
cryptocurrencies?

Cryptocurrencies are usually
created by developers and entre-
preneurs with various political or
economic visions.

Bitcoin was started in 2009 by
someone under the pseudonym
Satoshi Nakamoto who has large-
ly remained anonymous. Ethere-
um was created by Toronto native
Vitalik Buterin in 2015 to comple-
mentbitcoin and enable automat-
ic business payments. Software
engineer Billy Markus created
dogecoinin 2013, mostly asa joke.

Where is cryptocurrency
stored?

Cryptocurrency isn’t technical-
ly stored anywhere. It’s not saved
in a folder or on a hard drive.
Evidence of how much cryptocur-
rency you hold is stored on the
blockchain.

The ledger is updated across
the network with each new trans-
action — when a new bitcoin is

mined as well as when someone
moves their eryptocurrency.

To access your personal crypto-
currencies, you need a private key
or complicated password that’s
generated by code when you cre-
ate a wallet. In bitcoin, the private
keyisa256-bit password, which is
cryptography language meaning
there could be dozens of charac-
ters in a seemingly endless num-
ber of variations.

‘The private key ecreates a
unique signature that enables you
to use your cryptocurrency to
make transactions.

The private Key also correlates
to a public key, which miners can
see, and a bitcoin address, which
you can think of as similar to a
public bank account number. The
address is a unique, 26- to 35-
character, case-sensitive string of
letters and numbers, showing
where cryptocurrency is sent on
the blockchain.

The private keys can be stored
inside specialized virtual wallets,
which are apps offered by crypto
exchanges. You get a wallet when
you sign up to buy cryptocurren-

The complex passwords can
also be saved in hardware wallets
or on a smartphone or computer.
You can also print outa copy of the
keys to store in a safe place.

The crypto wallets differ from
the smartphone wallet you might
be storing your debit and credit
card information in. They're often
encrypted, and if you lose your
password, you can be locked out
of your eryptocurrency forever.

How is cryptocurrency passed
among people and
businesses?

‘While traditional payment sys-
tems rely on banks to verify trans-
actions, cryptocurrency transac-
tions are verified by miners on the
blockchain. Miners run mathe-
matical checks tomake sure thata
transaction is valid, and a majori-
ty of the nodes must agree that it
was a valid transaction before it’s
added to the blockchain.

Most people rely on crypto ex-
change services like Coinbase,
eToro, Binance or Robinhood to
buy and sell cryptocurrency. Peo-
ple can also give bitcoin to others,
similar to transferring money to
someone else’s bank account.
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As more companies embrace
cryptocurrency, people are able to
do more with it. Some firms such
as AT&T and CheapAir.com now
accept cryptocurrency as tender.
You can now use it to pay your
phone bill or buy travel tickets.

‘What government
regulations exist?

Part of the reason cryptocur-
rency has become more popularis
that it’s not controlled by the
Federal Reserve or any other
agency within the government. It
is, however, subject to taxes in
circumstances laid out by the In-
ternal Revenue Service in 2014.
Generally, taxpayers are expected
to convert their cryptocurrency
transactions into U.S. dollars to
report gains and losses to the IRS.

Beyond taxes, exchanging cryp-
to is largely unregulated on the
federal level, but states like Wyo-
ming and Ohio have made moves
to welcome it locally. Wyoming
signed into law a “Utility Token
Bill,” making it easier to operate a
blockchain business, while Ohio
allows firms to pay a variety of
taxes with cryptocurrency.

Are cryptocurrency
transactions secret?

No, they are recorded. What is
secret, or at least difficult to know,
is who received and sent a trans-
action because no name is at-
tached tothe transactionlisted on
the blockchain. But the crypto
exchange that sets up a wallet
does require clients to identify
themselves. And the recent FBI'
seizure of $2 million in bitcoin
that was part of the Colonial Pipe-
line ransomware hack suggests
more can be known about crypto
transactions than is generally ac-
knowledged.

Because cryptocurrencies are
exchanged on a public document,
it’s possible to see when funds are
transferred and where they go.
The FBI affidavit requesting court
approval to seize the Colonial
Pipeline ransom recounted the
money’s movement from aceount
to account in detail. It’s not clear
how the FBI gained access to the
wallet where the Colonial Pipe-
line ransom had been stored. But
Sacco said the seizure from that
address shows that cryptocurren-
cies might not be as private as
people thought they were.
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