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C y b e r s e c u r i t y F r a u d  P r e v e n t i o n
compromised system compromised account

T  h  r  e  a  t  s
DDoS

Cross-site scripting

Man-in-the-middle attacks

Malware Phishing

SQL injection attack

Identity theft  

Credential stuffingEmail compromise

False personation 

Stolen credentials



Voya’s approach to cybersecurity
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Cybersecurity program 
best practices

Online security tips​

Hiring a service provider

Voya received ISO/IEC 27001: 2022 certification, which is a security framework created by the International 
Organization for Standardization that assesses a company’s ability to manage trusted information in the areas of 
confidentiality, integrity and availability and to keep its data safe.​ To achieve this certification, Voya completed a 
comprehensive audit to verify that we comply with ISO/IEC 27001:2022’s control objectives and clauses.

SOC 1 & SOC 2



Cybersecurity

Cybersecurity is just one part of 
information security
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Audit

Legal

Privacy
Risk Governance

Human 
resources

Compliance

Comprehensive 
Information 
Security

Components of Voya’s   
Cybersecurity      
program

NIST 
800-53

CoBit

Annual 3rd

party 
attestation

ISO 
27001

SPARK

COSO

Your data



The evolving landscape of 
cybersecurity threats

IdenitityForce, https://www.identityforce.com/blog/2023-data-breaches
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What to watch in 2026
Phishing

Ransomware threats to business

AI/Deepfake

More regulatory compliance – local, state, national and international 

Supply chain risks 

Financial impact on cybersecurity budget

Increasing cost of cyber insurance

Competing for cyber talent

https://www.identityforce.com/blog/2023-data-breaches
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How we are using artificial intelligence (AI) today 

Improve customer 
engagement and outcomes

Drive operational 
effectivenessBusiness capabilities

Data science 
capability vision

Current data 
science 
capabilities in 
place

• Enable Voya to delight the 
customer leading to longer term 
relationships and improved 
outcomes

• Analytics enables greater 
understanding of customer needs 
with unique recommendations 
delivered through all channels

• Foundation for improving the 
effectiveness and efficiency of 
internal processes  

• Analytics informs prioritization 
of work, reduces manual 
efforts, and enables data-
driven decision making

• Chatbot (“Voya PAL”)
• Personalized messaging & 

personalization

• Fraud detection
• Forecasting
• New business prioritization

Improving participant outcomes and delivering business value





Leveraging AI to help keep accounts safe

Prioritization of compliance 
investigative/ research

Multiple machine learning 
models that detect anomalies 

in participant behavior 
consistent with fraud

Daily fraud-risk
scoring of all 
participants

Participant activity 
data across phone, 

web and profile 
changes

Customer 
profile-based

Phone-based

Bank-based

Pattern 
identification

One-to-many 
relationships

Velocity / 
sequencing 
of activity

Geo-location HIGH

LOW

Data AI Application Output Benefit to Voya

Identifying fraudulent account takeover attempts and prioritizing compliance investigations to 
protect participant assets
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Voya’s S.A.F.E.® Guarantee
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C y b e r s e c u r i t y  +  F r a u d  p r e v e n t i o n

Visit https://www.voya.com/articles/safe-guarantee for more information on our S.A.F.E.® Guarantee.

S.A.F.E. = “Secure Accounts for Everyone”

https://www.voya.com/articles/safe-guarantee
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