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Key Points

• Top concerns

– Ransomware

– Remote Worker Security

– Cyber Insurance

• Recurring themes

– Multifactor authentication

– Adopting a Zero Trust mentality
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• https://enterprise.verizon.com/resources/reports/2020-data-breach-

investigations-report.pdf

• http://images.mktgassets.symantec.com/Web/Symantec/%7B3a70beb8-

c55d-4516-98ed-1d0818a42661%7D_ISTR23_Main-FINAL-APR10.pdf

• https://www.accenture.com/_acnmedia/PDF-116/Accenture-Cybersecurity-

Report-2020.pdf

• https://www.cisco.com/c/en/us/products/security/security-reports.html

• https://www.ibm.com/security/digital-assets/cost-data-breach-report/#/

Popular Annual Cybersecurity Reports

https://www.accenture.com/_acnmedia/PDF-116/Accenture-Cybersecurity-Report-2020.pdf
http://images.mktgassets.symantec.com/Web/Symantec/%7B3a70beb8-c55d-4516-98ed-1d0818a42661%7D_ISTR23_Main-FINAL-APR10.pdf
https://www.accenture.com/_acnmedia/PDF-116/Accenture-Cybersecurity-Report-2020.pdf
https://www.cisco.com/c/en/us/products/security/security-reports.html
https://www.ibm.com/security/digital-assets/cost-data-breach-report/#/
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• The banking industry has fewer breaches 
than healthcare or general business, but 
when it happens, banks have the most 
expensive breaches.

• The 3 biggest topics for 2021 are:

1. Ransomware

2. Remote Worker Security

3. Cybersecurity Insurance

Industry Summary
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Ransomware
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Ransomware

$

#

US Department of Justice
• 2020 was "the worst year to date for 

ransomware attacks.“
• Launching new ransomware task force

• “…will target the ransomware 
ecosystem as a whole.”
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Ransomware
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https://www.openideo.com/challenge-briefs/cybersecurity-visuals
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Ransomware
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Ransomware Self Assessment Tool

• 14-page primer
• Not guidance per-se

• (maybe in Alabama)
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Ransomware Self Assessment Tool
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Ransomware Self Assessment Tool
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Ransomware Self Assessment Tool



© 2021 Safe Systems®. All rights reserved.

Ransomware Response - Objective
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Ransomware Response - Prevention

Endpoint Protection

DNS Filtering

Network Design

Training & Testing
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Ransomware Response - Prevention

Endpoint Protection

DNS Filtering

Network Design

Training & Testing

• Segmentation
• Zero Trust



© 2021 Safe Systems®. All rights reserved.

Ransomware Response - Prevention

Endpoint Protection

DNS Filtering
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Ransomware Response - Prevention

Endpoint Protection

DNS Filtering

Network Design

Training & Testing



© 2021 Safe Systems®. All rights reserved.

Ransomware Response - Recovery

Backups
• Reliable
• Out of reach of ransomware
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Remote Access Models

Remote Access Applications

• Examples: GoToMyPC, Splashtop
• Connect and Control in one app

Remote 
User Firewall

LAN

Office PC 1

Office PC 2

WWW

Remote 
User Firewall

LAN

Office PC 1

Office PC 2

WWW

VPN

1. Connect to network
• Example: NetExtender

2. Launch control software
• Example: Windows Remote Desktop
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Which is Safer?

Remote Access Applications

Remote 
User Firewall

LAN

Office PC 1

Office PC 2

WWW

Remote 
User Firewall

LAN

Office PC 1

Office PC 2

WWW

VPN

Who’s device?
• Bank laptop
• Home PC

Opened the door 
for emergency use 

of home PC’s

• Patches
• AV
• DNS filter
• Etc.
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Look into endpoint control features

Remote 
User Firewall

LAN

Office PC 1

Office PC 2

WWW

VPN

Examples
• Require certain OS attributes
• Require certain AV product
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Sonicwall SMA Endpoint Control

Possible Attributes
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Cyber Insurance
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• It’s been a rough year for the 

insurance carriers

– Frequent large payouts

– Underfunded coffers

• Raising the bar

– To unreachable heights?

– Maybe just for now

• Biggest hurdle

– MFA everywhere

Cyber Insurance
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Zero Trust
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Castle and Moat Doctrine
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© 2019 Safe Systems®. All rights reserved.

Firewall
Mail Filtering

Anti-Malware

DNS-Filtering

Anti-Ransomware

Training

USB Port Control
Patching

Event Logging

Encryption
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• “The belief that organizations 

should not automatically trust 

anything inside or outside its 

perimeters and instead must 

verify anything and everything 

trying to connect to its systems 

before granting access.”

• Not a new concept

– First paper in 2010

• This is not a product nor a 

technology.

Zero Trust Doctrine

https://www.csoonline.com/article/3247848/what-is-zero-trust-a-model-for-more-effective-security.html
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Zero Trust Model
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Enabling Technologies

• Big reach for community FI’s today

• Network micro-segmentation through software defined networking 

(“firewalls” everywhere)

• Automatic Privilege Management tools

• Leading edge for the community FI today

• Multifactor Authentication
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What is looks like in practice

• A user can plug into a “LAN” switch, WiFi, or VPN and get the same 

experience.

• They can’t see anything useful until they have been authenticated and their 

device has been validated

• Then they can only see the specific apps and files to which they have been 

granted least-privilege access
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Remote Access

Cloud Applications

Internal Network

MFA Adoption Path

• “Zero Trust is 
incremental. It is built 
out one protect surface 
at a time so that it is 
done in an iterative and 
non-disruptive manner.”

• Start with MFA

https://www.helpnetsecurity.com/2021/04/06/john-kindervag-zero-trust/
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Remote Access

Cloud Applications

Internal Network

MFA Adoption Path

Turn it on in your vpn/remote access product
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Remote Access

Cloud Applications

Internal Network

MFA Adoption Path

• Not as easy
• Requires agent installations
• Break-glass-accounts
• Becomes another infrastructure
• This is the new frontier for our industry
• Vendors still being vetted
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Azure AD
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Infrastructure
• Virtual Servers
• Databases
• Web servers
• Etc.

User Apps

User Authentication
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Add-On Microsoft Cloud Licensing

• Feature: Conditional Access Policies

– “I want MFA for everyone except John when he’s using his bank 

laptop at the bank.”

– “I want to block any O365 login attempts from most countries but 

allow it from the country my CEO is traveling to next week.”

– “I want to allow O365 login only from PC’s owned by the bank.”

• Available through higher O365 licenses or add-ons like 

Azure Active Directory Premium P1
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Conditional Access Policy Configuration

https://portal.azure.com
• → Azure AD
• → Security
• → Conditional Access
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Add-On Microsoft Cloud Licensing

• Feature: Device App Control

– “I want to make sure certain apps are 

installed and certain apps are blocked on 

bank devices.”

– “I need protection beyond my mailbox 

settings.”

• Available through higher O365 licenses or 

add-ons that give you access to Microsoft 

Intune (Device Management)



© 2021 Safe Systems®. All rights reserved.

Endpoint Security Configuration

https://endpoint.microsoft.com
• → Devices
• →Windows
• → Compliance Policies
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License Nesting

Feature: 
Conditional 

Access Policy

Add: Azure AD Premium P1
$6

Add: Enterprise Mobility + Security
$9

Upgrade: Microsoft 365 E3
$32

Many paths to 
get Conditional 
Access Policies
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Licensing navigation

https://www.infusedinnovations.com/blog/secure-modern-workplace/complete-office-365-and-microsoft-365-licensing-comparison

Third party attempt at mapping out O365 licensing
• Not guaranteed to be accurate nor up to date
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• Azure AD for identity wherever possible

– O365, Salesforce, Smartsheet, VPN, etc.

• Azure AD Conditional Access Policies per application

– Role-based access by user group

– Geographical exclusions

– Granular exception policies per group/user

• Device policies

– Must be SS owned PC

Internally at Safe Systems
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Passwordless

Experience
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Phone Sign-In: In Use

Logging into O365 on PC

On PC
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Phone Sign-In: In Use

On PC
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Phone Sign-In: In Use

On Phone
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SEND QUESTIONS OR COMMENTS TO

Thank You!

Brendan McGowan
brendan@safesystems.com

Adam Causey
Adam.Causey@safesystems.com


