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“The Problem with Shaming Employees”
It will only make you MORE vulnerabie to hacking. by Karen Renaud
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vulnerable to hacking

By KAREN RENAUD

Cybercriminals send many emails
to an organization’s employees,
hoping to deceive them into
clicking on a link or epening an
attachment. Sometimes, an
employee will do just that.
[t's what the organization
does next that is so crucial.
Organizations often re-
spond to this kind of incident
by blaming and shaming the
employee who triggered the
incident, no matter how honest or
understandable the mistake. The
assumption is that the employee will
exercise more care in the future to
avoid a repeat experience. After all, who
would want to be called out again?
But their assumption is wrong.

Shame vs. guilt i i
When someone falls prey to a cyberattack, the

can experience one of two emotions:
shame or guilt. While both are self-
conscious emotions, they are very
different. People who are shamed
feel rejected and often respond
defensively by withdrawing or
getting angry; they feel there
is no road to redemption for
them. Those who experience
guilt are able to accept
responsibility for the mistake,
without feeling rejected.
That's because if semebody.
feels shame, the focus is on
them, het the mistake. If some-
body feels guilt, the focus is on
the mistake.

The most concerning consequence
of shame is that the shamed are
more likely to feel less loyalty to
their organizations, and engage in
unethical behaviors. In the eyberse-
curity context, this has profound:im-
plications. When people no longer
feel loyal, why would they care
enough to behave securely?

To better understand the after-

- math of such cybersecurity incidents,

Rosalind Searle from the University
of Glasgow, Marc Dupuis from the
University of Washington and |
asked survey respondents whether
they had caused a cybersecurity
incident at work. If they had, they
reported that they immediately felt
bad. But how they felt next de-
pended on what their employer did.
Respondents fell into two distinet
groups. In the first group, people
talked about managers yelling at
them, embarrassing them in







